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4 Introduction

In recent years, containerization and serverless computing have emerged as two significant
technological advancements for software development and deployment. Serverless
computing, also known as Function-as-a-Service (Faa$), allows developers to build and run
applications without the need to manage servers, infrastructure, and other underlying
resources. Containerization, on the other hand, involves packaging an application's code and
dependencies in a self-contained and isolated environment, enabling it to run consistently
across different IT infrastructures. Together, these two technologies have revolutionized
modern software development and deployment by enabling faster, more reliable, and cost-
effective application building and deployment.

5 The benefits of containerisation

Containerization is the process of creating an isolated and self-contained environment for a
software application, called a container. This container includes the application's executable
code, along with all its necessary dependencies such as configuration files, libraries, and
frameworks, allowing the application to run seamlessly on any IT infrastructure. Essentially,
containerization encapsulates an application's code and dependencies in a portable package
that can be easily deployed and managed across different computing environments.

Containerization offers several benefits, including:

1. Portability: A container creates an executable package of software that is abstracted
away from (not tied to or dependent upon) the host operating system, and hence, is
portable and able to run uniformly and consistently across any platform or cloud.
Efficiency: Containers are lightweight and fast, allowing for rapid application
deployment and startup, which can help reduce time-to-market for new features and
updates [1].

2. Scalability: Containers are highly scalable, making it easy to add or remove containers
in response to changes in demand, which helps optimize resource usage and reduce
costs.

3. Consistency: The consistency and fidelity of a modular development environment
provide predictable results when moving code between development, test, and
production systems. By verifying that the container encapsulates exact versions of
necessary libraries and packages, it is possible to minimize the risk of bugs due to
slightly different dependency revisions [2]. In other words, Containers ensure that
applications run consistently across different environments, reducing the risk of
configuration errors or version incompatibilities, which enhances the reliability and
stability of application deployments.

4. Microservices architecture support: Containers enable the development and
deployment of microservices architecture, allowing organizations to break down
applications into smaller components, independent parts, with each part having its
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own distinct set of responsibilities. which can impraove flexibility, scalability, and agility

[3].

5. Simplified management: Containerization enables the automation of application
deployment, scaling, and management, which can reduce the workload on IT teams
and improve the reliability and consistency of application deployments.

6 Portability

Portability is an important aspect of software development, and containerization technologies
like Docker have made it easier to achieve. A good example of demonstrating portability is to
build a Docker file to create an image that can run on any system that supports Docker. This
ensures that the application is easily transferable and can be deployed on any infrastructure,
providing a high level of flexibility and cost savings. For this example, we will be using NodelS
as a programming language and visual studio code as a code editor.

Steps to create an image based on a docker file:

* we need to go to the folder that contains our code and create a new file and name it
"Dockerfile" (without any file extension), This is a special name which will be identified
by Docker.

¢ Inthe first line of the Dockerfile, we will specify the base image that we will use, in our
case it's NODE, typically here we start with the FROM instruction.

* Next, specify the working directory inside the container where our application will be
located using the WORKDIR instruction (WORKDIR /app)

e Copy the files that our application requires into the container using(copy . .) , we
basically specify two paths here each dot specify one path, the first dot tells that all
the folders, sub folders and files here in our project should be copied. And the second
dot is the path inside of the image where those files should be stored. for Every image
and for also every container created based on an image has its own internal file system
which is totally detached from our file system on our machine. It's hidden away inside
of the Docker container And actually here it is a good idea to not use the root folder,
the root entry in your Docker container, we can give any name in our case will name
it APP and the command will be (copy . / APP).

* To copy the files required by our application into the container, we use the COPY
instruction in our Dockerfile. The instruction takes two arguments, the source, and the
destination. The source specifies the files to be copied, and the destination specifies
where the files should be stored in the image.

In the source argument, we use (.) to specify the current directory, which includes all
the folders, subfolders, and files in our project. In the destination argument, we
specify the path inside the image where the files should be stored. It is important to
note that every image and container created based on an image has its own internal
file system that is totally detached from our file system on our machine. This internal
file system is hidden away inside the Docker container.

It is generally not recommended to use the root folder as the destination for the COPY
instruction, as this can cause security issues. Instead, we can create a new folder inside
the image and use it as the destination. For example, we can create a folder called APP
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and use the command (COPY . /APP) to copy the files from our project into the APP
folder inside the image.

Using the COPY instruction in this way allows us to package all the necessary files for
our application into the Docker image, making it easier to deploy and run the
application on different systems.

e Our application requires dependencies to be installed, we will use run command to
install them (RUN npm install)

e The EXPOSE command in is used to document the ports that the container will listen
on at runtime, and is used to inform other developers or system administrators about
the container's network requirements in other words it is an optional command. In
our case we will use it (Expose 80 )

* Finally, specify the command that should be run when the container is started (CMD
["node", "server.js"])

* Tocreate ourimage we use the command (docker build . ) after running this command
image is created with an image id.

e To start our container, we use the command docker run with the image id we had
after creating our image docker run + image id
Once the image is built, it can be used to run the application inside a Docker container

on any platform that supports Docker.

Figure 1:Dockerfile

7 Publishing images

To push an image to Dockerhub, we first need to have a Dockerhub account and have
logged in to Dockerhub via the terminal. Once you have done that, we can follow these
steps:

e We Build our Docker image using the docker build command (docker build .)
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Figure 2:docker hub login, docker build.

* We Tag our Docker image with your Dockerhub username and the image name or
image id using tag command (tag “image id” username / repository name) in our case
the command will be (tag cloud-assignment mahamood1988/cloud-computing )

TERMIMNAL

znment mahamoodl

Figure 3:Docker Tag

e Push your Docker image to Dockerhub using the docker push command (push
username/ repository name) in our case the command will be docker push
mahamood1988/cloud-computing.

TERMINA|

uting

mputing]

Preparing
Figure 4: Docker Push

This will upload the image to Docker Hub and make it publicly available. Other people can
then pull the image from Docker Hub using the docker pull command.
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Description
«cloud computing assignment r
Last pushed: a few seconds ago
Tags Automated Bullds

Manually pushing images to Hub* Connect your account ta Github of
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Figure 5:Docker Hub

8 Container volumes

in reality, we are going to remove containers quite a bit, so If we change something about
our code and be built a new image and start a new container will not restart the old
container. And We want to use the new container which uses the latest code update. So
therefore, in that case, we would be losing all the data. And that is exactly the problem we
are facing now. so, we know that containers are able to write data but that this data is lost
when the container is removed and that is the problem.

The solution is volumes which is a docker built in feature that will help us with persisting data
and solve the problem we mentioned earlier.

Volumes are folders on your host machine, our computer which are mounted which basically
means, made available or mapped into containers.

We make the Docker aware of these files which are then mapped to folders inside of a Docker
container.so this instruction is only taking a snapshot of the path and files you would tell it to
copy, and then it copies these files and folders into the image.so There's no on-going relation
or connection it is just one time snapshot and that solved the problem we have described
earlier. Here is example of using volume commands:

* We Open a terminal and run the create command to create new volume called
computing (docker volume create cloud).

e To make sure the volume has been created we run the command (docker volume Is)
to list all the volumes and we run the command (docker volume inspect cloud ).

 Now you can use the volume in a Docker container. to start a container and mount
the "cloud" volume to the container's "/app/data" we use the command (docker run
-d -v cloud:/app/data cloud-assignment).
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TERMINAL

docker volume create cloud

» docker volume ls

Figure 6:Docker Volume Creation

This will start a container using the image (cloud-assignment) and mount the "cloud" volume
to the container's "/app/data" directory. Any data that is written to the "/app/data" directory
inside the container will be stored in the "cloud" volume.

9 Container Networking

Container networking refers to the communication and connectivity between containers in a
containerized environment. Containers are lightweight and portable units of software that can
be run in isolation from the host operating system and other containers on the same host.
Container networking enables communication between these isolated containers and with
other systems in the network.

Docker takes care of the networking aspects so that the containers can communicate with
other containers and also with the Docker Host. If you do an ifconfig on the Docker Host, you
will see the Docker Ethernet adapter. This adapter is created when Docker is installed on the
Docker Host [4].There are several approaches to container networking, including:

o Host Networking: In this approach, containers share the network namespace with the
host system, allowing them to use the same IP address and port space as the host.
Container to local host machine communication in Docker can be achieved in several
ways such as Port mapping and Shared volumes.

TERMINAL

PS C:\CloudAssignment> docker run 8080:80 nginx
fb80ed64clc4583be7f6b46c2b29349c1dadSf4lcad74cb7a33b71d1lad15088d3

PS C:\CloudAssignment> docker run /path/on/host:/path/in/container nginx
657b3el153c9ec5aSb7e8b@ffdb7ae88e811f18331bl4ae289%edb65484b63118e

PS C:\CloudAssignment> docker run host nginx
554cc2f58545c2fdB56c6366beb5c3effaer6a996d7478b83acf949fdceS2d8ee

PS C:\CloudAssignment> [

Figure 7:Container to Local Host Machine Communication
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e Overlay Networking: Overlay networking enables communication between
containers running on different hosts. It creates an overlay network on top of the
physical network, providing a virtual network that spans multiple hosts.

e Network Plugins: Many container orchestration platforms such as Docker Swarm,
Kubernetes, and Mesos support network plugins that extend the networking
capabilities of the platform. These plugins enable advanced networking features such
as load balancing, service discovery, and network security.

* Bridge Networking: In bridge networking, containers are connected to a virtual bridge
that provides a virtual network interface to communicate with other containers and
the outside world.

An example of docker network is the connection between two containers on the same host
using Bridge networking, by default, Docker creates a bridge network for containers. This
allows containers to communicate with each other, but not with the host machine or other
networks. Each container on the bridge network is assigned a unique IP address and can
communicate with other containers on the same network using this IP address.

To create bridge network, we use the following steps:

e (reate docker bridge network using command (docker network create my-
assignment).

e (reate two images called first-image and second-image using command
(docker build -t first-image .) and {docker build -t second-image .).

e Running two containers called first-container and second-container and
connect them to the same netwark we created earlier (my-assignment)

e Executing ping command to check the connectivity between both containers
and to execute this command(docker exec -it first-container ping second-
container),l had to run a shell inside our containers and install ping program
inside our containers using the following commands (docker exec -it first-
container /bin/bash ) and (docker exec -it second-container /bin/bash) and
then installing iputils-ping inside both containers using the following
command(apt-get update && apt-get install -y iputils-ping)

Figure 8:Docker Bridge Network
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10 Creating your own application

To Write a simple application running as a Docker image, such as a simple web server to display
HTML pages we will follow these steps:

¢ Choosing a programming language and framework: To create an application using
Docker, we first need to choose a programming language and framework. Docker
supports a wide range of programming languages and frameworks, including .NET,
Angular, Django, Express, FastAPI, Flask, Node.js, React | Rails, Spark, Spring Boot,
Vue.js, Go, Java, JavaScript, PHP, Python, Ruby, Rust and TypeScript [5].For our
application we will be using NODEJS as our frameworks .

e Writing application code: Once you have chosen a programming language and
framework, we can start writing our application code using visual studio code.Our
application will consists of the following files styles.css, Dockerfile, package.json and
simpleserver.js:

styles.css

html {

font-family: sans-serif;
1
S

body {
margin: 9;
}

section,
form {
padding: 1lrem;
border-radius: 12px;
box-shadow: © 2px 8px rgba(e, @, @, 0.26);
margin: 2rem auto;

max-width: 4@rem;
1
J

.form-control {
margin: @.5rem 8;
}

input {

font: inherit;
1
J

input,
label {
display: block;

}
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label {
font-weight: bold;
margin-bottom: ©.5rem;

}

button {
background-color:
border: 1px solid
color: white;
cursor: pointer;
padding: @.5rem 1.5rem;
}

button:hover,

button:active {
background-color: #50805a;
border-color: #50005a;

package.json

"name": "cloud-assignment",
"version": "1.8.0",
"description™: "",
Si server.js",

"author": "Maha Lidheem / Master
"license": "UWT
"dependencies’

"express": "4,

"body-parser":

res.writeHead(208, { "C ) tey
res.write("<html elcome 0 Engineering
Assignment!</hl><p>This is simp web HTML pages

5€5

server.listen(88);
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s Create a Dockerfile: A Dockerfile is a set of instructions that tells Docker how to build
an image. A typical Dockerfile is made up of the these instructions A FROM instruction
that tells Docker what the base image is, An ENV instruction to pass an environment
variable, A RUN instruction to run some shell commands (for example, install-
dependent programs not available in the base image) and A CMD or an ENTRYPOINT
instruction that tells Docker which executable to run when a container is started [6].

Dockerfile

COPY package.json /app

RUN npm install

COPY . /app

"SimpleServer"]

¢ Build a Docker image: To build a Docker image, we need to run the docker build
command. This command reads the instructions in the Dockerfile and creates a Docker
image.

PS C:\CloudAssignment> docker build -t cloud-assingment .

¢ Run the Docker container: Once we have built a Docker image, we can run it as a
Docker container. We can use the docker run command to start a container(assig-
container) from the image you built in the previous step(cloud-assingment).

PS C:\CloudAssignment> docker run -d --name assig-container cloud-assingment

* Test our application: After you have started the Docker container, you can test your
application by accessing it through a web browser through our local host
(http://localhost:3000/)
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W bseabeeiny x| 4 w n ox

- o T O ocatost i 2 8
Welcome to Cloud Engineering Assignment!

This is simple web server lo display ITTML pages .

Figure 9:simple web server to display HTML pages

¢ Push the Docker image to a docker hub: If we want to share your Docker image with
others or deploy it to a production environment, you can push it to a Docker hub, this
is optional. And to do so we will be using the following instructions:
» docker tag cloud-assingment mahamood1988/cloud-assingment
* docker push mahamood1988/cloud-assingment

re Repositories Organizations Hel

mahamaod 1988 - ¥ Q All Content - Create repasitory

mahamead1988 | cloud-assingment - 3 & rut
‘Contains: image || a: d nutes ago =

mahamead] 988 / cloud-computing . Y © Fubi
Contains: image |Las: pushed a o

mahamend1988 / b9e9fbazast o 3 @ Putlic

‘Containg: Image |Las: pushed

Figure 10: Push the Docker image to a docker hub

In summary, creating an application using Docker involves choosing a programming language
and framework, writing the application code, creating a Dockerfile, building a Docker image,
running a Docker container, testing the application, and pushing the Docker image to a registry
if desired. Docker provides an efficient and portable way to package and distribute
applications, making it a popular choice for modern application development and
deployment.
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10.1 short video demonstration.
https://www.youtube.com/watch?v=RhMbUz5ybGc

11 Cloud computing concepts (load balancing, scalability, application gateways)

Brief descriptions of the three main concepts in cloud computing, along with how cloud
providers implement them:

1. Load Balancing: Load balancing is the method of distributing network traffic equally
across a pool of resources that support an application. Modern applications must
process millions of users simultaneously and return the correct text, videos, images,
and other data to each user in a fast and reliable manner. To handle such high volumes
of traffic, most applications have many resource servers with duplicate data between
them. A load balancer is a device that sits between the user and the server group and
acts as an invisible facilitator, ensuring that all resource servers are used equally [7].

Cloud providers implement load balancing through a variety of techniques, including:

o DNS-based load balancing: This technique uses DNS to direct traffic to multiple
servers with the same hostname. In the simplest deployment, a single computer
hosts and serves the data for a domain; when a client requests resolution of the
domain name, DNS returns the single server’s IP address. Today many domains
use multiple server machines — to protect against server failure or handle high
traffic volume, among other reasons —and in this case DNS returns a list of all the
servers’ IP addresses in response to a name resolution request [8].

e Network Load Balancer: The Network Load Balancing (NLB) feature distributes
traffic across several servers by using the TCP/IP networking protocol. By
combining two or more computers that are running applications into a single
virtual cluster, NLB provides reliability and performance for web servers and other
mission-critical servers [9].This is a layer 4 load balancer that can handle millions
of requests per second while maintaining high throughput. Examples include AWS
NLB, Azure Load Balancer, and Google Cloud Load Balancer.

e Application Load Balancer: This is a layer 7 load balancer that can route traffic
based on application-level content, such as HTTP headers or cookies. Examples
include AWS ALB, Azure Application Gateway, and Google Cloud HTTP(S) Load
Balancer.

2. Scalability: Scalability refers to the ability of a system to handle increasing workload
by adding resources such as CPU, memory, storage, and network bandwidth. Cloud
providers implement scalability by offering the following features:

e Auto Scaling: This feature automatically adjusts the number of resources in

response to changes in demand. For example, AWS Auto Scaling can
automatically add or remove EC2 instances based on predefined policies.
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Elastic Load Balancing: This feature can automatically distribute incoming traffic
across multiple instances and can also scale instances up or down based on
demand. For example, AWS Elastic Load Balancer can distribute traffic to
instances in multiple availability zones and automatically add or remove
instances based on demand.

Container Orchestration: This feature manages the deployment and scaling of
containerized applications. Examples include Kubernetes on Google Cloud, Azure
Kubernetes Service (AKS), and Amazon Elastic Kubernetes Service (EKS).

3. Application Gateways: Application gateways provide a single-entry point forincoming
traffic, and can perform various functions such as routing, authentication, and
security. Cloud providers implement application gateways through the following
services:

APl Gateway: The APl Gateway serves as the central point for all client
requests to backend services, providing a range of features such as routing,
security, traffic management, protocol transformation, and analytics and
monitoring. In microservices architectures, where multiple backend services
need to be exposed through a single-entry point, the APl Gateway is
particularly crucial. By abstracting the underlying services from clients, it
simplifies the development and upkeep of intricate distributed systems.

In cloud computing, managed AP| Gateway services are available from cloud
providers, providing scalability, security, integration, management, and cost-
effectiveness benefits. RESTful APIs, which adhere to the REST architectural
style and use standard HTTP methods for communication, are a popular use
case for API Gateways in the cloud.

Web Application Firewall (WAF): This service provides protection against
common web exploits such as SQL injection and cross-site scripting (XSS).
Examples include AWS WAF, Azure Web Application Firewall, and Google
Cloud Armor.

Azure Application Gateway: is a web traffic load balancer that enables you to
manage traffic to your web applications. Traditional load balancers operate at
the transport layer (OSI layer 4 - TCP and UDP) and route traffic based on
source IP address and port, to a destination IP address and port [10].

Thisis a layer 7 load balancer and application gateway that can perform various
tasks such as SSL termination, URL-based routing, and cookie-based session

affinity.

4. Load balancing and scaling are two interconnected concepts that work together to
enhance application performance and availability in cloud computing environments.
Load balancing is a process of distributing incoming network traffic across multiple

servers to optimize resource utilization, reduce downtime, and improve application

responsiveness. By evenly distributing traffic among servers, load balancing ensures
that no single server is overwhelmed with traffic, which results in improved

performance and availability.
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12

However, there may be instances where servers are unable to handle the workload
even with load balancing. This is where scaling becomes necessary. Scaling refers to
the system's ability to handle increased traffic by adding resources such as CPU,
memory, storage, and network bandwidth.

By scaling up or down in response to changes in demand, the application can maintain
optimal performance and availability levels. Scaling allows additional resources to be
added to manage increased traffic and workload, ensuring that the application
continues to perform well and remain available.

Thus, load balancing and scaling work in tandem to ensure that the application can
handle increased traffic, maintain high availability, and provide optimal performance
to users. Load balancing distributes traffic across multiple servers, while scaling
provides additional resources to manage increased demand, creating a system that
can handle growing traffic and remain performant.

Demonstration Example: This Example demonstrates the benefits of combining all
three technologies together in providing a service to a customer. Let’s imagine that a
business offers an online shopping service that sees a lot of traffic around the holidays.
Even after deploying load balancing to split traffic among several servers, the business
still experiences delayed page loads and unsatisfied customers during peak hours.
The business decides to achieve scalability by adding more servers to their cloud
infrastructure during periods of high usage to get around this problem.

They will be able to manage the increasing traffic while maintaining the responsiveness
and availability of the applications. Also, the business is worried about making sure
that the sensitive information of its consumers is protected while they are purchasing.

They decide to use an application gateway, which examines and filters incoming traffic
and adds an extra layer of protection, to address this. In addition to defending against
standard security concerns like SQL injection and DDoS attacks, this aids in preventing
unauthorised access.

During busy times, the business provides its clients with a seamless and safe online
purchasing experience by combining load balancing, scalability, and application
gateways. The application gateway guarantees the protection of sensitive client data,
load balancing aids in the even distribution of traffic, and scalability enables the
addition of resources to manage rising demand. Better performance, availability, and
security are the end outcomes of this, which ultimately improve customer pleasure.

In conclusion, the performance, security, and availability of cloud-based applications
and services can be significantly improved by combining load balancing, scalability, and
application gateways.

Investigation of the expansion of cloud computing and serverless functions

Expansion of cloud computing:

Page | 16




ACCA7027_SEM2_CW_2022_23_CLOUDENGPRINCPRACTICE

There are several driving forces that have led to the expansion of cloud computing, including
cost and flexibility. Here are some of the main factors:

= Cost Savings: One of the primary driving forces behind the expansion of cloud
computing is cost savings. By leveraging cloud computing, organizations can reduce
their upfront costs on hardware and software, as well as ongoing maintenance and
upgrades. Cloud computing allows organizations to pay for only the resources they
use, rather than having to invest in and maintain their own infrastructure.
Cloud computing eliminates the capital expense of buying hardware and software and
setting up and running on-site datacentres—the racks of servers, the round-the-clock
electricity for power and cooling, and the IT experts for managing the infrastructure.
It adds up fast [11].

o Flexibility: Moreover, cloud computing gives businesses more freedom. Without
spending money on additional hardware, organisations can quickly scale their
resource needs up or down with cloud computing. This flexibility allows organizations
to be more agile and responsive to changing market conditions.

= Accessibility: Accessibility is another factor influencing the growth of cloud
computing. Organizations can access their data and apps using cloud computing from
any location in the world as long as they have an internet connection. This makes it
possible to work remotely and to collaborate and produce more effectively.

= Security: While security concerns have been a barrier to adoption for some
organizations, cloud computing providers have invested heavily in Cloud security.
Cloud security is a discipline of cyber security dedicated to securing cloud computing
systems. This includes keeping data private and safe across online-based
infrastructure, applications, and platforms. Securing these systems involves the
efforts of cloud providers and the clients that use them, whether an individual, small
to medium business, or enterprise uses [12].In many cases, cloud computing can
provide greater security than on-premises solutions, due to the expertise and
resources of cloud providers.

Serverless Functions and Containerization:

Functions as a service (FaaS) and containerization are two different approaches to deploying
and running applications in the cloud.

Function as a Service (Faa$S) is a software paradigm that is becoming increasingly popular.
Multiple cloud providers offer Faa$S as the interface to usage-driven, stateless

(serverless) backend services. Faa$ offers an intuitive, event-based interface for developing
cloud-based applications [13].
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In Faas, the user uploads code to the cloud, and the provider enables a handle (e.g., a URL)
for the code to be run. The choices of which resources to allocate, when to allocate them, and
for how long to retain them, still have to be made, but they are shifted to the cloud provider
[13].in other words Serverless is an architecture that relies heavily on abstracting away the
host environment to focus on code. It can be thought of as less server [14].

There are two examples of FAAS:

e Azure Functions: Azure Functions provide a serverless compute experience. A
function is invoked by a trigger (such as access to an HTTP endpoint or a timer) and
executes a block of code or business logic. Functions also support specialized bindings
that connect to resources like storage and queues [14].

s AWS Lambda: is a compute service that lets you run code without provisioning or
managing servers. Lambda runs your code on a high-availability compute
infrastructure and performs all of the administration of the compute resources,
including server and operating system maintenance, capacity provisioning and
automatic scaling, and logging. With Lambda, you can run code for virtually any type
of application or backend service. All you need to do is supply your code in one of the
languages that Lambda supports [15].

Containerization, on the other hand, involves packaging applications and their dependencies
into self-contained, portable units called containers. Containers are isolated from the host
system and can be deployed and run on any compatible platform, providing flexibility and
portability. Containers are typically used to run larger applications, rather than individual
functions. There are several differences between FaaS and containerization. we will list some
of the key differences between them in the following table:

Category Functions as a Service Containerization
(Faas)
Scalability e e I Err TS Requires more manual
management and
meet demand . . .
configuration for scaling
Deployment Fast deployment and Longer deployment and
execution time configuration time
Abstracts Runtime OS Host
Cost Cost-effective since Potentially more expensive

to run due to more manual
management and
configuration

Larger and more complex
applications

resources are only
consumed during execution

Resource Usage Small and focused functions

Dependency Management

Fewer dependencies, easier
management

More dependencies and
potentially more complex
management

Lifetime

Milliseconds to Minutes

Minutes to Days

Use Cases

|deal for event-driven,
smaller applications

Ideal for larger, more
complex applications
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Table 1:FAAs vs Containerization

Overall, the choice between FaaS and containerization depends on the specific needs of the
application and the resources available to manage it. Both FaaS and containerization have
their own unique strengths and weaknesses, so developers should carefully consider the use
case and resource requirements before making a decision.

13 Conclusion

In conclusion, containerization such as docker and serverless computing such as (Azure
Functions) have altered the way that software is developed and deployed today, enabling
developers to create, and run applications in a more efficient, dependable, and time- and
money-saving manner.

Containerization has many advantages, such as portability, efficiency, scalability, consistency,
support for microservices architecture, and streamlined management, by enabling developers
to encapsulate applications and dependencies in a self-contained and isolated environment.

Combining serverless computing with application development makes it simpler to meet
changing customer demands and maintain competitiveness in today's fast-paced business
environment. Developers can concentrate on creating and deploying applications without
having to worry about underlying infrastructure and resources.

Hence, containerization and serverless computing have developed into crucial elements of
contemporary software development and deployment, and their continuous development
and growth promise to revolutionise the sector even more.
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FINAL GRADE GENERAL COMMENTS
Instructor
Docker Overview + Benefits (20): 16.5
Docker Examples (30): 27
Video (5): 5
Cloud Comp tech (25): 22.5

/1 OO Cloud Comp functions (20): 15

Feedback:
You could have provided a brief overview of
containerisation to help clarify the benefits of the
approach.
The cloud tech discussion was good, | would have
liked a little more technical detail but overall the
main concepts were covered very well. Likewise,
the discussion of cloud drivers is good and covers
the main points quite well. | would have liked more
discussion of when containerisation vs serverless
approachs are most appropriate.
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